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DIGITAL DEVICES AND CONNECTIVITY

A digital device is a piece of physical equipment that uses digital data, such as by
sending, receiving, storing or processing it.

We rely on them in our personal and work lives for all sorts of reasons. This could be
for getting directions, doing our shopping, entertaining ourselves, managing our
business stock and finances, or a great many other reasons.

Personal Computers
Servers

Mobile Devices
Entertainment Systems
Navigation Systems

1. Personal Computers

A general purpose computing device that is small and cheap enough for it to be
used by individuals.

These types of digital devices are capable of performing most common computing
tasks. That's why we refer to them as being ‘general purpose’. By installing a new
software application our computer becomes capable of performing a completely new
function.

Personal computers contain individual processors, ram & hard disk components,
along with expansion ports. This makes it very easy to upgrade our device to add
additional capabilities, such as replacing the hard disk to add more storage or adding
a graphics card to an expansion port to improve its graphics processing power.
Examples of personal computers include desktops & laptops.

Uses

Because personal computers are general purpose devices, they really have a wide
range of functions. However, there are some particularly popular uses.

In the workplace, we often use them for word processing, desktop publishing,
spreadsheets and database management systems. They're also popular for creative
tasks, like graphics, music and film editing.



This is due to the wide availability of software, good processing capabilities and the
range of available input devices. For example, a mobile device doesn’t generally use
a keyboard and so isn't as useful for word processing as a desktop or laptop.

In our personal lives, they're also commonly used for accessing the internet, such as
surfing the web and email. These devices almost always come with networking
capabilities which make them useful for this. They're also used for gaming, but this
requires an expensive graphics card normally.

Further Thought

What type of personal computers do you use in school and at home?

Create a list of all the computers you use and what you use them for. Do you use
different types of personal computer for different reasons?

2. Servers

A computer that manages access to different resources and services over a network.
Other devices, like personal computers, connect to the server via a range of means
such as Ethernet cables & WiFi. This is how a network is formed. Depending on the
type of server, other computers can then access the resources and services it is
providing.

As a device, servers are actually very similar to personal computers. However, they
commonly contain a larger storage capacity, higher processing power and larger
amount of memory. Though not necessarily always.

Examples of servers include web servers, mail servers, file servers and print servers.
Uses

There are different types of servers and each has their own particular use to the
business.

Web servers are used to manage access to web pages. The web server stores the web
page and associated files. When a client computer makes a request for a web page
to the server (by entering the web pages URL) the web server locates the correct files
and then sends them back to the client.

In a similar way, mail servers manage access to email. When you write an email and
press send on your personal computer, it first goes to your outgoing mail server. This
mail server will then send it across the network to the recipient’'s mail server where it
is stored in their mailbox. When the recipients log into their email client the mail
server will forward the email to their computer.



File servers store your files, such as word processing documents and spreadsheets, so
that you can access them from any computer on the network. When you hear the
term ‘cloud storage’, this is an example of where your files are being stored on a file
server, so you can access them from any computer by logging into your cloud
storage account.

Finally, print servers are used to share access to a printer. By using a print server you
can send your files to print from any computer on the network. This means you don’t
need to log into a specific computer to print or have a printer for every computer,
which would be very expensive.

Further Thought

Do servers need to be more powerful than personal computers? Are they more
expensive?

Look up how much a server can cost and how you could convert a personal
computer into a server.

3. Mobile Devices

A computing device that is designed to be portable by being compact, light-weight
and capable of running for extended periods on battery power. They're also almost
always capable of connecting to the internet wirelessly, either through mobile
broadband or WiFi.

One key feature that helps make the device more compact & reduces power
consumption is System-on-a-Chip. This is where all the core components of the
computer are integrated onto a single chip. This includes the CPU, GPU and RAM.
However, System-on-a-Chip does make it difficult to upgrade a mobile device as all
the components are integrated on the chip. It's not like a laptop or PC where you can
take out and replace individual components.

Examples of mobile devices include tablets and smartphones.

Uses

Mobile devices, especially smartphones, have become a massive part of people’s
lives and are used for all kinds of tasks. Like personal computers, they're general
purpose devices, and so can turn their hand to most common computing tasks by
installing different software applications, or ‘apps’.

The most common use of mobile devices is to access the internet while on the go,
such as for web browsing and email access. However, we use them for many other



reasons too. Playing games and organisational functions like keeping a diary of
events are popular functions we use on a regular basis.

However, as these devices almost always use a touchscreen as the sole input, this
makes them not practical for tasks like word processing. Also, the limited processing
capabilities make them not practical for graphically intensive tasks like high-end
gaming and film editing

Multifunctional Devices

A multifunctional device, sometimes known as an MFD, is one that is capable of
performing more than one specific function. We also often refer to these as
multifunctional peripherals.

A common example of this is a peripheral device that can perform both input and
output. However, it is not exclusive to this. A printer/fax is a multifunctional device,
even though both functions are output.

In fact, multifunctional printers often combine several functions, such as printing,
scanning, faxing and photocopying.

Examples of multifunctional devices include multifunctional printers, touchscreens,
and force-feedback game controllers.

Uses

A multifunctional printer is a device that usually combines printing, scanning &
faxing functions all into a single device. These are particularly popular for use in
home offices for people who work from home and do not have the space or money
for three separate devices.

Touch screens are used on tablet devices to allow users to input without a separate
keyboard or mouse. The screen the user views on is also how they input, by touching
objects on the screen or by using an onscreen keyboard.

Force-feedback game controllers are used on games consoles to allow you to control
the game and receive vibration output. The vibration output is usually designed to
improve the immersive experience of the game, such as rumbling in a car game
when you go off track, or a fighting game when you're hit.



General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR) is a law designed to protect personal
data stored on computers or in an organised paper filing system.

The need for the Data Protection Act

During the second half of the 20th century, businesses, organisations and the
government began using computers to store information about their customers,
clients and staff in databases. For example:

names
e addresses

e contact information
e employment history
e medical conditions
e convictions

e credit history

Databases are easily accessed, searched and edited. It's also far easier to cross
reference information stored in two or more databases than if the records were
paper-based. The computers on which databases resided were often networked. This
allowed for organisation-wide access to databases and offered an easy way to share
information with other organisations.

The data, information and databases section has more on searching databases.

Misuse and unauthorised access to information

With more and more organisations using computers to store and process personal
information there was a danger the information could be misused or get into the
wrong hands. A number of concerns arose:

e« Who could access this information?
e How accurate was the information?

e Could it be easily copied?


https://www.bbc.co.uk/education/topics/zwyb4wx
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e Was it possible to store information about a person without the individual's
knowledge or permission?

e Was a record kept of any changes made to information?
How the Data Protection Act works

The Data Protection Act was developed to give protection and lay down rules about
how data about people can be used.

The 1998 Act covers information or data stored on a computer or an organised paper
filing system about living people.

The basic way it works is by:
1. setting up rules that people have to follow
2. having an Information Commissioner to enforce the rules

It does not stop companies storing information about people. It just makes them
follow rules.

Information Commissioner

Rugistraton
application

Approved .o

Registered
Application
Approved

v

Data controller

Collected and used fairly
Does not sell information unless initially agreed
Keeps data accurate and up to date

Keeps information safe and secure

Registered
Application
Denied

Data controller

Keeps data longer than registered purpose
Stores data in areas with unautherised access

Data used for reasons not disclosed to the
data commissionear



The roles of those involved

1. The Information Commissioner is the person (and his or her office) who has
powers to enforce the Act.

2. A data controller is an organisation or individual (for example, when self-
employed) who determines what data the organisation collects, how it is
collected and how it is processed.

3. A data subject is someone who has data about them stored somewhere,
outside of their direct control. For example, a bank stores its customers'
names, addresses and phone numbers. This makes us all data subjects as
there can be few people in the UK who do not feature in computer records
somewhere.

Types of personal data

Some data and information stored on a computer is personal and needs to be kept
confidential. People want to keep their pay, bank details, and medical records private
and away from the view of just anybody. If someone who is not entitled to see these
details can obtain access without permission it is unauthorised access. The Data
Protection Act sets up rules to prevent this happening.

Two types of personal data
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Personal data is about living people and could be:
e their name
o address
« medical details or banking details

Sensitive personal data is also about living people, but it includes one or more
details of a data subject's:

 racial or ethnic origin

e political opinions

o religion

e membership of a trade union
o health

e sexlife



MEDIA TYPES

Information systems make use of different media types to improve the user
experience.
The media types used can help with the layout of an information system, as well as
making navigation much easier.
Media types

e Video (demonstration videos)

e Sound (music tracks, or information sound clips)

« Text and graphics (tables, charts and images)

e Animation
There are many different media types and programs to create them. It is necessary to
create standard file formats so they are compatible with different devices and
operating systems.
A standard file format is a file format that can be recognised on all operating
systems. There will be software built into the operating system that is able to
recognise and open the standard file format.
Standard file formats

Text

There are two standard file formats for text:
o TIXT
e RTF

TXT is a plain text file. It only stores text, meaning that any formatting you might
have isn't saved.

RTF (Rich Text Format) stores both text and formatting information, such as font
colour, font type and justification etc.

Audio
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Audio is stored by taking a digital sample of a sound at regular intervals. The
sampling rate is how often the sound is captured/recorded per second. The higher
the sampling rate, the better the quality. However, higher sample rates lead to
greater file size.
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There are some different standard file formats for audio files:
WAV
o Used mostly for Windows systems
o Different sampling and depth rates affect the size of the file
MP3
e Uses different compression techniques to reduce the file size
« Eg -Removes sounds that our ears cannot hear, to make the file size smaller
Graphics
JPEG
e Joint Photographic Experts Group
o Lossy compression
e Mostly used for photographic images
« 24 bit colour allow 16.7 million colours (2%%) to be represented

e Graphics Interchange Format

« 8 bit colour depth (28 = 256 colours)

o Lossless compression

e Used for animations and drawings

e Supports a transparent value for pixels

e Portable Network Graphics

e Lossless compression

« Designed for internet transfer of images

e Supports multiple levels of transparency, so individual pixels can be
transparent, translucent or opaque.

e Scalable Vector Graphics

o A vector graphics standard file format

« Stores objects as a list of attributes such as x1, y1, fill

« Does not lose quality when scaled and supports layering
e Generally smaller file size than bitmapped formats

e Also known as MPEG-4 (Moving Pictures Experts Group)
e The industry standard for compressing video files

« Contains audio, video and even subtitle information

e Lossy compression used to reduce file size

e Audio Video Interleave
e Associated more with Windows computer systems

Commercial file formats
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As you become familiar with various software applications you will begin to
recognise common file formats.
For instance:

o .DOC: Word file

e XLS: Excel spreadsheet file

o .PDF: Adobe file

e .PPT: PowerPoint file

e .MOV : Quicktime movie file

e .PSD: Photoshop file

o .SWF: Flash Player file

o« WMV : Windows Media Player file

o .DOCX: Newer Word file type
These formats have been created by commercial companies to support their
particular application.
Public file formats

o IXT
o« .CSV
o XML

There are file formats that do not belong to anyone in particular. For instance a .txt
file can store very basic unformatted text data. It is very handy to transfer simple text
from one application to another as all text processing applications can read a .txt file.

Another very common file format is the 'csv' file format, short for Comma Separated
Values' where each chunk of data is separated by a comma or other 'delimiter'. This
is widely used to import / export spreadsheet data

And for holding ordered information the XLS format is very popular

Why are different file types needed?
1. So that you know the correct software to use

If you see the file extension .ppt, then you would probably know that you need to
have access to PowerPoint presentation software, if you see a file has a.mdb
extension and you know you don't have Microsoft Access installed, you would
quickly realise that you cannot easily open the file.

2. So that the user knows what the file may contain from the file extension

If you see a file with a .swf extension, you know that the file is likely to contain a
multimedia video or animation. If the file extension is .mp3 then you would know
that it is likely to be a music file.

3. So that searching and sorting files can be done effectively
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If you have different file extensions, it makes it much easier for you to search for a
specific file type. For example, if you know you are looking for an essay but you can't
remember where you stored it, you could search for all of the .doc files on your
system.

4. So that the operating system can display appropriate icon

When you look at the details of the files on your system, you will often see a small
icon next to the details which indicates the specific file type. For example, you might
see a small blue W icon next to all of the Word document files and a small green X
icon next to all the Excel files.

5. So that it is easier to open the appropriate application

Double clicking on the data file will normally load up and run the appropriate
application for that specific file type.

6. So that application programs know how to load up and interpret the data

If you open an Excel file by double clicking on the icon or file name, when the
application opens, it will know how to load and interpret the data held in that file.
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Problems with technology

The use of computers has brought about environmental, ethical and legal issues
and concerns. These increasingly affect people's daily lives.

Ethical issues

Ethics are moral principles, or rules, that govern a person's
attitudes and behaviour.

Ethics apply to the use of computers as much as they do to
other things in life. Ethical issues in computing include issues of privacy and
cybersecurity.

Privacy

Once data is put into a computer it can easily be copied or transmitted. This puts
personal private data at risk. Organisations that hold private data should do their
best to ensure that such data remains private. The Data Protection Act 1998/2018
exists to ensure that organisations in the UK comply with the law regarding data
privacy.

Many smartphone apps ask for permission to access data held on the device. Once
accessed, this data is usually sent to the app producer, who is often in another
country and not always subject to the privacy laws that exist in the UK.

In 2016, the government introduced the Investigatory Powers Act. This sets out rules
on the use of investigatory powers by law enforcement and the security and
intelligence agencies. Under the act, phone companies and internet service providers
are required to keep copies of users' emails and browsing histories for a period of
time. It also gives the police and security services the authority to access computers
and phones to search for data. This act has proved controversial, with opponents
concerned over how it impacts people's right to privacy.
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Ensuring public safety

Ensuring public safety is paramount. As new technologies are introduced, they bring
safety concerns.

For example, driverless cars may soon be on the roads in the UK. The designers of
driverless cars have not only had to ensure the safety of passengers but also of other
drivers and pedestrians. An ethical issue applies here, as a situation may occur where
the car's software has to decide who has safety priority. Should it be the passengers
inside the car, or other road users?

Digital divide

The digital divide is the difference between those who have access to computers and
the internet and those who do not. This may be due to wealth, location, age or the
ability to use new technology.

Somebody who has a visual impairment may have difficulties using a touchscreen.
Apps that are designed to be used on a smartphone may exclude such people from
using their services.

The elderly generation have not grown up with technology and might feel nervous of
the steep learning curve required to gain confidence with using the internet. This
could mean that they miss out on opportunities, such as online shopping offers that
are not available on the high street.

Working conditions

Modern technology has revolutionised many organisations. The benefits include
quick access to data, cheap data storage, automatic generation of letters and
invoices, and easy tracking of accounts. However, there are also some disadvantages
of modern technology:

people can now be contacted through smartphones no matter where they are,
making it difficult to have time when they are not on call

16



medical issues such as RSI (repetitive strain injury) or eye strain can occur when an
employee is stationary at a desk for long periods of time

there is concern that new technology, for example robots, might take jobs away from
humans

Professional standards

Working professionally in the computer science and information technology industry
often requires that people:

have knowledge and experience in the industry, probably with formal qualifications
continually develop their skills and knowledge

have a wide range of industry skills

follow ‘best practice’ in their job

There is an expectation of how the people working within an organisation should act.
There are both formal and informal codes of conduct they are expected to be aware
of.

Formal codes of conduct

These are codes of conduct as outlined and enforced by the organisation in their
policies, which all personnel within the organisation have to agree to abide by. These
policies are written down and signed, and include:

acceptable use policy
internet access policy
Acceptable use policy

Employees within an organisation may have access to sensitive data about their
customers and clients. If so, they must treat this data with respect and in accordance
with the law. An acceptable use policy sets out what is and is not acceptable and
clearly explains the use of electronic devices to establish ethical and lawful behaviour.

For instance, it may specify:

17



employees are not allowed to copy personal information from clients onto a
removable storage media device and take it out of the office

data needs to be encrypted before it is sent via email
paper copies of sensitive data must be destroyed once it is no longer needed
Internet access policy

An internet access policy provides employees with rules and guidelines about the
appropriate use of the internet while in the workplace. It may specify:

employees are expected to use the internet responsibly and productively

internet access is limited to job-related activities only and personal use is not
permitted

the organisation reserves the right to monitor internet traffic and monitor and access
data that is composed, sent or received through its online connections

emails sent via the company email system should not contain content that is classed
as offensive or includes vulgar language and images or can be interpreted as bullying
to another party

Informal codes of conduct

An informal code is not laid out in a formal policy but people within an organisation
will still be expected to behave in an appropriate manner. For example, if all staff log
off their computers and lock doors behind them, then other staff will usually follow
their lead. Even though a written rule may not be in place, informally this becomes an
expectation in the workplace. Informal codes might also include unwritten customs
and habits in organisations, and demonstrate personal integrity by exhibiting
honesty and truthfulness.

Cybersecurity

There is a growing need for cybersecurity in light of
the increasing frequency of attacks to computerised
systems. Not all hacking is bad. It can be split into
three categories:
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Black hat hacking - these hackers wish to cause damage or gain access to a
computer system for criminal activities. They are performing this action illegally and
without the consent of the organisation who own the computer system they are
attempting to gain access to.

White hat hacking - these hackers want to use their skills for good. They attempt to
gain access, finding weaknesses in the system so that potential future attacks can be
prevented. White hat hackers have full permission to attempt access to the system
and are paid by the organisation to perform this service. White hat hacking is
completely legal.

Grey hat hacking - these hackers attempt to illegally gain access to a computer
without the consent of the owner(s). Once a fault is found, they will report it to the
organisation in exchange for a fee. If the organisation does not pay the fee, the
hacker will post the weakness on the internet for other hackers to exploit.

Data protection legislation

It is increasingly common for personal details to be stored on computers. The Data
Protection Act 1998/2018 exists to protect personal details. This personal data
includes items such as:

name and address

date of birth

medical records

school and employment records
religion

The Data Protection Act is a key piece of legislation that provides protection of
personal data in the UK.

Personal data is private and should be accessible only by users who have the
appropriate authority.

Digital files stored on computers can be easy to access, copy and share. Protection is
needed to make sure that personal data held by others is kept private and not
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altered or deleted. The Data Protection Act exists to ensure that data is properly
looked after.

A person who has data stored about them is known as a data subject. As a data
subject, a person has the right to see what data is held about them by an
organisation and to have that data amended if incorrect.

Every organisation that holds data must appoint a data controller. This person is
responsible for ensuring that the organisation stays within the principles stated by
the Data Protection Act.

The Data Protection Act is built around eight principles (rules) which state how
personal data should be treated:

Personal data must be fairly and lawfully processed. This means that an organisation
must be truthful about what personal data they wish to collect and what they want to
use it for.

Personal data must be obtained for specified and lawful purposes. This means that
an organisation cannot use personal data for any purpose other than that stated
when they collected the data. For example, if a company wanted your exam records
to see if you were qualified for a job, it could not use those records to try to sell you
revision guides that it thinks you might need. Also, the company cannot pass on your
data to any other organisation without your permission.

Personal data must be adequate, relevant and not excessive. This means that an
organisation cannot ask for any data that is not needed. For example, when you
apply for a bank account the bank cannot ask you where you went on holiday last
year.

Personal data must be accurate and up to date. If data held about you is wrong or
out of date, you have the right to have it corrected or deleted. This is extremely
important, as incorrect or out-of-date data might, for example, prevent you from
getting a job or a loan, or being able to buy a house.

Personal data must not be kept for longer than is necessary. As soon as an
organisation no longer needs your data, they must delete it.
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Personal data must be processed in line with your rights. This includes the right to
see any data held on you and the right to correct inaccurate data.

Personal data must be held securely. This means that data must be kept safe from
unauthorised access - for example, with usernames and passwords - but also safe
from accidental loss - by making backups.

Personal data must not be transferred to other countries outside the European
Economic Area unless those countries have similar data protection laws.

In the UK, the Data Protection Act is overseen by the Information Commissioner's
Office (ICO). This is an independent regulatory authority whose responsibility is to
see that organisations follow data protection legislation. The office has the authority
to prosecute and fine any organisation found to be in breach of the Data Protection
Act.

The General Data Protection Regulation 2018

In 2018, the law concerning how personal data is treated by an organisation was
updated to take into account the huge amount of data that is now stored. This is
known as the General Data Protection Regulation 2018 (GDPR) and is broadly similar
to the principles in the Data Protection Act 1998/2018, with a few amendments.

GDPR specifies that personal data must be:

~GDPR"™

processed lawfully, fairly and in a transparent
manner - this means organisations need to }Lﬁ

tell people what data is being stored and ‘ \ '} a ?
what it will be used for, including cookies on
websites, online forms and apps

Daca Fraceciien Comgiiance v 20 Duta Breaches  Parsonal Owts
Céficar (OPOA .

collected for specified, explicit and legitimate purposes - the data cannot be used for
anything other than what it was originally collected for

adequate, relevant and limited to what is necessary in relation to the purposes for
which it is processed - data cannot be collected that is not relevant to the
organisation’s needs

accurate and, where necessary, kept up to date - individuals have the right to request
that data is changed but it is also the responsibility of the organisation to make sure
that the data is correct
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kept in a format which identifies individuals for no longer than is necessary - data
can be kept for longer as long as anything that identifies the individual is removed

processed in a manner that ensures appropriate security, including protection
against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures - in other words,
an organisation must take adequate actions to ensure that the data is safe from
accidental loss and cyberattacks

GDPR differs from the Data Protection Act of 1998/2018 by also including ‘the right
to be forgotten’, which means that an individual can request that an organisation
erases all their personal data. This right only applies in certain circumstances.

The Data Protection Act of 2018 includes specific content for the UK not covered in
GDPR.

The Computer Misuse Act 1990

The widespread use of computers has led to new types of crime. The Computer
Misuse Act 1990 attempts to discourage people from using computers for illegal
purposes. There are three separate parts to the Act:

It is illegal to access data stored on a computer unless you have permission to do so.
Unauthorised access is often referred to as hacking.

It is illegal to access data on a computer when that material will be used to commit
further illegal activity, such as fraud or blackmail.

It is illegal to make changes to any data stored on a computer when the user does
not have permission to do so. If you access and change the contents of someone'’s
files without their permission, you are breaking the law. This includes installing a virus
or other malware that damages or changes the way the computer works.

Punishment for breaking this law includes unlimited fines, several years in prison or
both depending on the how severe the offence is.

However, one key part of the law is that intent must be proved. If a computer is not
well protected, someone could accidentally access its data without meaning to. They
might also accidentally change a document without realising it. For anyone to be
found guilty, it has to be shown that they intentionally accessed and changed data.
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The Copyright, Designs and Patents Act and Creative Commons licensing

The Copyright, Designs and Patents Act 1988 exists to protect personal or
organisational creations.

When a person creates something, they own it. What they create might include:

a picture, drawing or photograph
o avideo, television programme or film
« text, such as a book, article or report

e agame or computer software
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Copyright is a legal means of ensuring that content creators can protect their work.
Copyright is applied automatically - it is not necessary to register copyright or to use
a © symbol. Work is automatically protected by copyright unless the copyright
holder chooses to give that right away.

Copyright gives the copyright holder exclusive rights to publish, copy, distribute and
sell their creation. No one else can use the work without permission. When someone
buys a book, film or album, the copyright holder grants permission for it to be used
as part of the sale. This is called a licence. The licence is generally only for the buyer
to use.

When using computers, unless you have permission with regard to particular
copyrighted material, it is illegal to:

make copies of the material

publish it and sell it without permission

distribute it to other people

sell copies to other people

23



This applies to any copyrighted material, such as music, films, games and television
programmes. The internet has made it extremely easy to access copyrighted material
illegally. Downloading a music track, film, game or programme without the copyright
holder’'s permission is against the law.

There are, however, some situations where it is legal to copy, publish, distribute or
sell copyrighted material. These are:

« when you are the copyright holder

« when you have the copyright holder’s permission

« when the copyright holder has chosen to give up their copyright
Creative Commons licensing

Creative Commons (CC) licensing makes it easier and legal to share copyrighted work
online.

CC licences help copyright owners share their work while keeping the copyright. They
allow the copyright owner to say exactly what other people can do with it. For
example, a CC licence might say that other people can copy and distribute the
copyright owner's work if they give them credit.

In the UK there are a number of CC licences:

Licence Description

The work can be copied, modified, distributed, displayed and

Attribution performed but the copyright owner must be given credit.
Non- The work can be copied, modified, distributed and displayed but no
commercial profit can be made from it.

No derivative The work can be copied, distributed, displayed and performed but
works cannot be modified.

. The work can be modified and distributed but must be covered by an
Share-alike : s
identical licence.
Many people mistakenly assume that Creative Commons licensing is automatically
assigned. They then, without realising it, illegally use it at work. It must first be
granted by the copyright holder of the work. A good example of this is images
uploaded to the internet. Just because the image is available does not mean it has a
Creative Commons licence.
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The Freedom of Information Act 2000

The Freedom of Information (FOI) Act 2000 was introduced to give the public the
right to access any information recorded by public sector organisations. These
organisations include:

schools
councils
government departments
health trusts and hospitals
libraries

museums

Anyone is able to request information, regardless of how old they are, where they
live or their nationality.

Requests must be made in writing, either by letter or by email. The organisation then

has 20 working days to provide the information.

Many people incorrectly assume that public bodies must give them any information
that they request. Organisations are excluded from providing information in the

following cases:

If the information required is regarded as sensitive - the Data Protection Act
1998/2018 and General Data Protection Regulation 2018 overrule in this
instance. For example, a request to find out how much an employee earned
would be rejected as that information is sensitive to the employee.

If the information will be too costly or time consuming to produce. For a
public organisation, such as a school or a council, the cost limit is £450. For
example, if organisations determine costs based on £25 per hour per person
and the information requested would take longer than 18 hours (18 x £25 =
£450) to produce, the request would be rejected. For the government and
armed forces, this limit is raised to £600 (24 hours).

Environmental issues

Environmental issues are those where the manufacturing and use of computers has
had a negative impact on the environment.
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Resources are required to produce, distribute and use computers. Metals and plastics
are used to manufacture components, while energy is expended in distributing
equipment and in using it.

Many computers, such as web servers, domain name servers (DNS) and data centres,
need to be left running continuously. This requires lots of energy to maintain.
Additionally, businesses, organisations, schools and homes all now have greater
access to technology and use more electricity.

Many computer components are either hard to recycle or contain toxic materials
such as lead. Also, users discard ICT equipment quite quickly:

e people have new smartphones every couple of years
e many organisations replace computers after three or four years

e many people replace older technology before it fails simply because they
perceive it to be old fashioned or out of date

All of this means that computers have a heavy impact on the environment, which is
unlikely to decrease in the near future.

A pile of discarded computers

However, many devices are now more
power efficient than their predecessors and
some companies have come up with
innovative ways to save power.

Acknowledgement:

Texts and images extracted from BBC Bitesize
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HEALTH AND SAFETY USING
ICT

Introduction 1

There are various health problems associated with
the regular use of computers, such as stress,
eyestrain and injuries to the wrists, neck and back.

Employers must take steps to protect employees whose work involves the regular
use of computers.

2. Eye Strain

Eyes can become strained after staring at a computer screen for a long time,
particularly if working in bad light, in glare or with a flickering screen.

Fortunately, eyestrain is usually a temporary problem.
Symptoms include:

e Burning or itching eyes
e Blurring or double vision
o Headache

« Nausea
« Fatigue
Solutions:

e Use monitors which don't flicker

e Have blinds at the windows so that the sun doesn't shine directly on the
screen

e Use suitable lights that disperse light evenly and don't shine on the screen

o Use a screen filter

o Keep your eyes at least 18 inches from the screen

e Regularly look away from the screen and focus on something in the distance

o Take regular breaks - at least 5 minutes break every hour

e Have regular eye tests and wear glasses if prescribed
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Backache & Neck Pain

Many computer users suffer serious back and neck problems. This is probably due to
a poor posture or an awkward position while sitting at a computer.

Some of the things that people can do to help avoid back pain are:

o Use a fully adjustable chair. The height of the chair and the seat
position should be easy to change.

o Use a foot rest so that the legs are kept at a more natural angle

« Use a monitor which is adjustable. Position it so that the neck
doesn't have to bend

o Take regular breaks and walk about.

o Sit with the back straight and the head up, don't slouch

Repetitive Strain Injury (RSI)

Repetitive Strain Injury (RSI) is damage to the fingers, wrists and other parts of the
body due to repeated movements over a long period of time.

Symptoms:

In the arms and hands:
e aching
e pain in arms/wrists even after rest
o weakness
« swelling
o tenderness &
e numbness
e pins and needles or burning sensation
In the shoulders and neck:

o stiffness
e aching
Causes:

e Typing or using the mouse for long periods of time
e Using too much force on your fingers when typing

28



« Using a poorly designed keyboard

« Workstation or chair is the wrong height so arms are in an unnatural position
Solution

e Ensure workstation and chair are the correct height

e Support wrists by using wrist rests

« Keep elbows close to your sides

e Five minute break from typing at least every hour

Stress
Stress brought on through the use of computers is one of the major causes of work
related illness.
There are many different reasons why people become stressed at work. However,
here is a list of some of the major causes brought about by the use of computers:
e Many people are afraid of computers, they don't understand them
and feel they will look stupid if they admit that they don't know
how to operate one.
o People worry that a computer will be able to replace them and
they might lose their jobs.
« Things change so fast in the world of computing that it can be
very stressful just trying to keep up to date with new ideas,
techniques and equipment, especially for older people.
o Itis getting increasingly hard to separate work and home
life. People can be contacted easily by their bosses or clients. E-
mail, the Internet and mobile phones mean that people continue
to work even after they have left the office.
e The amount of information that ICT systems can produce is often
far too much for anyone to take in. This results in 'information
overload' and people end up feeling they can't cope and become
stressed.
o Workers can be monitored using ICT systems. Call centre staff are
monitored to make sure that they don't spend too long on any
one call. The number of products that a check-out person scans
during a minute are counted. This feeling of being constantly
‘watched' can be stressful.

Ergonomics

This is the science concerned with designing safe and comfortable machines for use
by people.

This includes furniture design and the design of peripherals that you need to use,
such as mouse and keyboard.

Have a look at these top tips to ensure that you work safely and comfortably:

1. The right lighting can reduce eyestrain, neck strain and headaches. Sunlight is the
best light, but make sure it doesn't create glare on your computer screen.
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2. The proper desk will let you find the perfect working position. It should be deep
enough to support your arms when you work at the computer.

3. Place your computer screen at eye-level or just below. For optimal comfort, set it
about 45 cm (18 in.) from your face.

4. Sit up straight in your chair. Keep your feet flat on the floor and your knees slightly
lower than your thighs.

5. Choose an office task chair that lets you tilt forward to reach objects in front of
you and backward to stretch your arms when you're tired.

6. When you type, hold your fingers, wrists and lower arms in a straight line from
your keyboard.

7. Keep equipment that you use a lot, like your telephone and computer keyboard,
within a distance of about 75 cm (30 in.) when you're sitting at your desk. Keep other
storage and equipment farther away. This encourages you to change working
positions during the day.

Employer obligations
Laws have been passed to ensure that employers provide a safe working
environment for anyone who works with computers. This is called the 'Health and
Safety at Work Act (1974).
The law states that an employer must (if relevant):

e provide tiltable screens

o provide anti-glare screen filters

e provide adjustable chairs

e provide foot supports

« make sure lighting is suitable

o make sure there is sufficient space for people to work

e train employees how to use work stations correctly

o ensure employees have sufficient breaks

e pay for regular eye sight tests for anyone who needs prescription glasses in

order to use the computer.
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Internet of Things(loT)

Whether it's playing with the latest robotic toy or talking to a smart speaker, more
children are using devices that connect to the internet. This has increased over the
past few years, with industry experts predicting that there will be over 20 billion
connected devices in our homes worldwide by 2020.

Connected devices and toys can be found in most homes, and have changed how
many of us go about our daily lives and how children interact and play.

It's important for parents to find the balance between providing ways for their
children to learn and have fun and minimise the risks associated with the
Internet of Things.

What is the Internet of Things?
The Internet of Things, often referred to as

loT, are everyday objects that connect to the
internet.

These connected devices can be activated using voice commands, or controlled
by downloading and using an app or via a Bluetooth connection. Examples of
the Internet of Things include:

Smart speakers,
smart meters (for home electricity and heating),
and wearables such as fitness trackers.

What is the Internet of Toys?

The Internet of Toys are toys that connect to the internet.

Similar to the Internet of Things, these toys can be controlled using a smartphone
app, voice commands or using a Bluetooth connection.

Connected toys are different from other toys because they collect, use, and share
data via the internet. Examples of the Internet of Toys include:
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Connected action figures and dolls,
robotic toys such as drones,
and learning development toys that aim to teach children a new skill.

What are the risks associated with the Internet of Things?

Although connected devices and toys provide children with opportunities for
learning and interactive play, there are risks associated with the Internet of
Things. For example:

Concerns have been raised about whether these devices are collecting

too much personal information from children.

Some children (either accidentally or on purpose) are able to search for and
access age-inappropriate material via a connected device such as a smart
speaker.

Children may make ‘in-app purchases’ and spend money, which is often
taken from their parents’ bank account without their knowledge or consent.
Some of these devices may be more vulnerable to hacking and monitoring, as
there are currently no security standards in place for connected devices.

Top technology analyst has warned that the world might not yet be ready for what is
called the Internet of Things. This is the next stage of the digital and technological
revolution. It will greatly transform our lives via the interconnectedness of all the
devices, services and appliances we use in our daily life. The technology research
company Gartner predicts that by 2020, nearly 26 billion devices will be on the
Internet of Things. All of these things will communicate with each other to make even
simple decisions, like ordering a new carton of milk, a seamless experience. The
fridge will simply contact the delivery service when it senses stocks need
replenishing, and hey presto — no need to go shopping.

The ComputerWorld magazine says that while the Internet of Things has, "the
potential to drive fundamental economic and social change," there are "serious
obstacles” to ensuring the infrastructure of this technological revolution is in place
in time. These include the building of new data storage centres, data storage and
management and data security. Gib Sorebo, a cyber-security expert, warns of the
unforeseen. He says "the law of unintended consequences” on the Internet could
pose problems with the explosion in the number of connected devices. He predicts
that privacy will become a primary concern because of the huge number of things in
our daily life that will be connected to the Internet.

Luckily, there are things you can do to minimise these risks.
How can | make my connected home more secure?

There things you can do to help make your connected home safer for your
child:
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1. Do your research: Research different products online and read reviews. This is
a great way to find out more about a product including age restrictions and
credibility, as well as hearing directly from other parents.

2. Read the manual: Read the manual provided by the manufacturers. Information
should be given about the privacy of the device, how it connects to the internet, and
information about any app which may need to be downloaded in order to use the
device.
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3. Set up parental controls: Make use of the parental controls available on your
home broadband and any internet enabled device in your home. You can find out
more about how to use parental controls by visiting your broadband provider's
website, or by reading our Thinkuknow article about parental controls.

4. Use safe search: Enable the ‘SafeSearch’ function on your connected device and
web search engines. This will allow you to limit the material your child can see when
online. It is important to understand that no parental control or ‘SafeSearch’
function is 100% effective.

This cannot be used alone to protect your child from accessing age-inappropriate
material.

5.Change the default password: When you buy a connected device or toy,
change the default password. Use a strong password that cannot easily be guessed
and do not share this with others.

6.Set your Bluetooth to ‘undiscoverable’: Many connected devices are Bluetooth
enabled. This means they are able to connect to nearby devices without having to
connect to the internet. If the device has Bluetooth, set this to ‘undiscoverable’ so
your child doesn't share data or pair with an unknown device.

7.Review and/or delete audio files: Some connected devices or toys work by
listening to your child’s voice commands, so these devices usually record and keep

these audio files to work properly. Refer to the manual and find out how to review
and/or delete audio files. If there's a microphone on your child’s connected device,
you can turn on the ‘'mute’ button.

This will stop the device from recording and storing audio files.

8. Talk to your child: Include connected devices in your online safety
conversations, reinforcing the message that if your child sees or hears anything
that makes them feel worried, they can speak to you or another adult they trust.
Read further information on starting the conversation about online safety.

The Internet of Things

From connecting devices to human value
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Privacy and Internet Safety

The Internet is visited by millions of people every day
and up until quite recently they visited websites, chat
rooms and instant messaging to share and
communicate with their friends.

Then came another sort of site - 'social networking'. For example, Facebook,
snapchat, Instagram, Twitter

Facebook started off at University campus where a couple of students wanted to let
their friends know where the parties and events were. It was extremely popular at the
Uni and it soon spread across the country and then the world. The 'social network'
was born.

Social networking

A social network site allows you to post messages, upload pictures and stories on to
your own personal page. You can include favourite videos clips along with your
'likes'.

Friends, family, and colleagues can then visit your page to see what is going on.

Typical Social Network site

They can also post comments and messages on your page and you can do the same
to their page.

As soon as you make a change to your page, that can be sent as 'news' to your
friends' page.

Some of the sites also provide blogs, forums, automatic links to your favourite music
artists, online games, and other 'Apps'.

This constant exchange of personal information, gossip and news is what social
networking is all about.

Twitter is a little different in that you can only post very short 140-character
comments, but it is an amazingly effective way of keeping up with gossip and news
from people with similar interests.

To join a social network, you must provide some personal information. This is called
your 'personal profile'.

Advantages of social networking
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There is a reason why social networks are so popular - they fill a gap that other kinds
of sites do not do so well. Here are some advantages

You do not need technical skill to create a personal page

It is usually free

Very easy to keep in contact with people of similar interests
Very easy to contact potential new friends

The site makes it simpler to get in touch with long-lost friends

You can post interesting things about yourself and your achievements online.

Disadvantages of social networks

Everything that is an advantage about social networking can also be a disadvantage
in that you lose your privacy - after all, you have volunteered personal information
that is now online.

Every site allows you to set privacy settings. These can be changed from their default
settings to limit what other people can see and read about you. For example, you
could set your pages to be only viewed by friends. Other parts could be made public.
Other parts could be set to family only.

Some disadvantages are
You lose some privacy compared to not being on a social network

You may later regret posting pictures or comments that you thought funny at the
time
Online bullying can be a problem if someone posts unkind or untrue things about

you

Some people may use a fake profile - just because they say they are 15 years old
does not mean that is true. Be careful when you choose to be friends with someone
you have never met in real life

They can be a real distraction and time waster; some people spend many hours on
social networking rather than be working or studying. For example, constantly
checking their twitter feeds.

Take everything you see with a pinch of salt - people do like to boast and exaggerate
(just like they do in real life!)
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What are the best privacy settings for my computer
and smartphone?

On your computer, you can protect against privacy
invasion in your web browser. On your smartphone, you
use the phone's settings.

Computer Privacy

Look at the privacy settings offered in your browser (usually found in the Tools
menu) to see whether you can fine-tune them to keep the good and block the bad.
When you go online, websites install cookies on your computer that track your
movements. Some cookies can be beneficial, such as those that remember your login
names or items in your online shopping cart. But some cookies are designed to
remember everything you do online, build a profile of your personal information and
habits, and sell that information to advertisers and other companies. (Check out
these kid Web browsers.)

Smartphone Privacy
Settings on smartphones vary, but you can tighten up privacy with these precautions:
Turn off location services. That prevents apps from tracking your location.

Don't let apps share data. Some apps want to use information stored on your
phone (your contact list, for example). Say no.

Enable privacy settings on apps you download. Make sure your teens are using
strict privacy settings on services such as Instagram and Facebook.

Be careful with social logins. When you log onto a site with your Facebook
or Google username and password, you may be allowing that app to access certain

information from your profile. Read the fine print to know what you are sharing.

Have you checked the privacy settings on your kid's computer and smartphone
recently?

Castle View School 37


https://www.commonsensemedia.org/lists/kid-safe-browsers-and-search-sites
https://www.commonsensemedia.org/lists/kid-safe-browsers-and-search-sites
https://www.commonsensemedia.org/privacy-and-internet-safety/is-it-safe-for-teens-to-use-location-apps
https://www.commonsensemedia.org/app-reviews/instagram
https://www.commonsensemedia.org/website-reviews/facebook
https://www.commonsensemedia.org/website-reviews/google

World teams and collaboration
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communicate and collaborate, enabling
them to work together on day-to-day tasks and projects. For example, employees in
different locations could work together on designs for a new product, working in the
same fi les at the same time. The technologies available in the organisation will be
carefully chosen to support the tasks that are being carried out. Employees will be
given appropriate software, which will allow them to communicate and collaborate as
required by their job.

The benefits of collaborative |
technologies ; ==

Benefits of collaborative technologies
Benefit Description Global and
multicultural workplace Communicating

and collaborating using technology can A & &

help build relationships between people — Onlme Collaboration Tools —
of different ages, gender, religion, or culture. This leads to increased creativity and

diversity in the workplace.

Inclusivity: This is one of the key areas where technology has made a real
difference — with functionality to help those who have limitations or disabilities.

For example, people with visual impairments can work on the same fi les as those
with no impairment by using software that can enlarge the text, apply colour in a
particular way or use specialist software that captures speech and converts it to text
or reads text to the user.

24/7/365: You may have seen 24/7 logos on TV channels, on shop doors or on
other facilities, such as petrol stations. This means that the service or facility is open
24 hours a day, 7 days per week. But what does the inclusion of 365 mean? It means
365 days a year — which means all day, every day, all year round. Examples of a
24/7/365 service include the BBC's News Channel and the emergency services or an
online retailer where you can purchase a movie at 3 a.m. on a Sunday morning, then
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download and watch it immediately. Just as importantly, internet content is available
24/7/365, with users able to access pages at any time of the day or night.

Team flexibility: Teams who work in different locations, countries or time zones can
benefit from using technologies that allow them to share information and to
contribute to projects from remote locations and at different times of the day. An
organisation’s working day can be lengthened, for example where they need to
provide support for customers. One team can finish their day as another team in a
different time zone starts. In terms of projects, this would simply mean that work
could continue the project when one team goes home, leading to faster completion
of projects. Teams can be made up of a variety of employees, for example some staff
may be permanent employees while others might be casual staff, on short-term
contracts or freelance suppliers who are self-employed.

SRATIAMIIR MR

Collaborative technologies are chosen to suit employee activities and could include a
variety of communication software, such as:

e interoffice chat programmes, for example, LiveChat® or Office Chat®, which are
useful for answering business questions more quickly than through email

e conferencing software like GoToMeeting™, which is used to support meetings
without employees having to travel and can bring together suppliers and freelancers

Why is conference software so important for organisations?

You should note that when designing solutions that include communication software
it is important to check that the software is available for all platforms (to ensure it
can be used on all relevant devices). Projects are often team activities so soft ware
like Google Drive and Dropbox™ can be used to support document sharing, or
FlockDraw™ where team members can edit images simultaneously in real time. If
several people are required to work on the same document, they could each save the
document onto their computer, which would create multiple copies of the same
document. It can then become difficult to see everyone's work. Also, if person A
sends their document to Person B, then it could overwrite Person B's version. A
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solution to these problems is to use version control, which can have the
following features.

e Workflow — only one person can work on the document at a time. The person who
currently has access will have edit access so that they can make changes. Everybody
else will have read access so that they cannot make changes while another person
within the team is making changes.

e History — a log of what has been changed and who has changed it is kept.
Therefore, you can see what changes have been made and then either agree with
them or disagree with them. If you disagree with them, then the document can be
rolled back, which will delete the changes you disagree with.

Using modern technology when managing teams: communication and collaboration
Modern technologies have made it much easier for managers to monitor the
activities of their teams.

Tools for collaboration There are many online tools that teams can use to promote
collaboration. One such tool is called Basecamp®. This online tool has many useful
features that teams can use to manage one or more projects at a time. Each project
has its own dashboard displaying key information.

e A To-do area is where tasks can be listed and allocated to members of the team,
while any documents belonging to the project can be added to an area called
Docs & Files.

e The Message Board feature is where updates or other news for the team are
posted; Campfire is a chat room feature where members of the team can have casual
chats about different aspects of the project.

e The Schedule is where key dates are listed, such as the deadlines by which tasks
must be completed.

What other useful collaboration features can you think of?

Communicating as a team Many organisations use inter-office chat programs to help
staff in different departments or locations to have quick discussions without relying
on email, phone calls or crossing the office to talk to a colleague in person.
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How could online chat programs be useful for you when working on a class project?
One of the main benefits of this software is that you can see which of your
colleagues are online. It is therefore clear who can be contacted. Alternative settings
include ‘busy’, ‘unavailable’ and ‘offline’. The key benefits of using collaboration and
communication software to manage teams include:

e storing and managing relevant working fi les in a single location

e ensuring that the fi le being worked on is the most up to date (as there is only one
working copy of the fi le)

e archiving previous versions of the fi le (and accessing them if needed)

e using features of the software to allow team members to work on fi les at the
same time

e communicating with the whole team simultaneously

e providing group support, as well as support for individuals, by the manager
e saving discussions (in case they are needed later).

Using modern technology when managing teams:

Scheduling and planning

There are many benefits to using scheduling and planning software, and project
teams will use different features depending on the context of the project.

Scheduling and planning

When you create a new project in planning software you type in the start and end
dates and it automatically calculates the number of days involved. When managing
teams, you could use project planning software to allocate tasks and control the
schedule.

What are the benefits and drawbacks of online scheduling tools?
The processes for setting up a working team may differ between systems.

Generally, you can set up a working team by inviting team members using their email
address.

The team member is then notified and is given a URL and password to access the
system. When you invite users, you can assign a role to them. This will determine
their level of access in the system, for example a Collaborator usually has edit access
whereas a Participant would only have view access
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Malware

Malware is short for 'malicious software'.

Malware is a general term for any hostile or intrusive software. For example it may
disrupt computer operations (virus), or it may seek to secretly monitor what the user
is doing (spyware).

Malware types include:

e Computer Virus

« Trojan

e Spyware

e Adware

e Pharming

e Click fraud

e Ransomware
e Rootkits

e Scareware

Viruses and worms

Certain types of malware create problems by copying themselves.

Virus

This is a piece of code that is designed to replicate itself throughout the computer or
network. For example it will add itself to a file on your computer and, every time the
file is opened, the virus runs and once more seeks out other files to infect. Viruses
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can be difficult to get rid of since, if a single infected file is left, it will eventually re-
infect many other files on your system.

A virus will often be designed to delete or corrupt data.

New viruses appear every day, and so the anti-virus companies are constantly
updating their software to keep up with them.

How do they spread?

The most common way of getting computer viruses these days are:
e email attachments
e infected web pages
« downloading a file from a web page

Another way is to load an infected file into your computer from some kind of storage
device:

e memory stick
« CD/DVD

Note: The CD and DVD products from reputable companies are extremely unlikely to
contain a virus. It is the personal 'burned' ones that are a potential problem.

It is also possible to pick up a computer virus through what is known as 'peer to peer'
file sharing networks. These are internet networks that are used by people to share
files amongst each other.

There is often no immediate evidence that your computer has been infected with a
virus and you might be unaware of it for a while until it causes something to go
wrong.

Basically a virus is spread by allowing it to run (technical term: "execute") on your
computer, so any executable file or computer program can contain a virus.

How can they be removed?
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As computer viruses became more of a menace, companies began to develop
ed 'anti-virus software'.
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There are a number of anti-virus programs available for wiping out viruses for
example Norton, McAfee and Sophos.

When the anti-virus software recognises a virus pattern, it will alert the user, and ask
them whether they want to remove the virus and clean the system, or whether they
simply want to ‘quarantine’ the virus.

New and more damaging viruses are being written all the time and so to keep up
with these new threats, the anti-virus companies provide constant updates to their
software. Normally, you log on to the internet and the software will update itself
either automatically or after a certain period set by you.

There is usually a small annual fee involved for this service, but it is a small price to
pay for peace of mind.

The screen below is a typical anti-virus management screen, it shows the date of the
last update, whether you want it to update itself automatically and it also shows
when you last carried out a full virus scan.
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However, there is a small disadvantage to using anti-virus software. Installing new
software can become very awkward as the anti-virus software 'thinks' that there is a
virus at large as the new software installs itself into various directories and system
areas. This is why installation routines often advise that anti-virus software be
switched off during installation.

Preventing infection

Viruses can be prevented by taking sensible precautions including:

o Using anti-virus software to scan your system daily or weekly

e Not opening attachments from people that you don't know (or
attachments which look suspicious)

e Unless you are using a reputable site, not clicking on web site
offers which look too good to be true, for example 'download this
amazing game for free'

o Use special filtering software to prevent automatic downloads of
computer programs

o Not allowing people to load applications on your system
o Not using software that has been copied

o Backing up your system regularly so you can recover your data
with clean copies

Castle View School

45



Worm

This behaves just like a virus, but does not necessarily harm files. Instead, it tries to
copy itself so many times that the whole system runs out of resources and crashes.

One of the most famous worms is the ILOVEYOU email worm. In 2000, it managed to
infect nearly 10% of all internet connected computers, causing an estimated $8
billion in damages.

Trojan
Named after the famous Greek story of the Trojan Horse.

A trojan appears to be a harmless application - a downloaded game for example.
You play the game, but meanwhile it is running in the background carrying out its
real intent - maybe letting someone else access to your computer.

Browser malware

Your browser can become
infected with malware when
you download certain
plugins such as tool bar
plugins.

This type of malware may
not damage your system
files, but it can cause
inconvenience and
ultimately the creators of

money from you.
Adware

This malware can force your browser to display unwanted pop-up advertisements. It
can cause pages that you didn't request to open up taking you to unwanted web
sites. It can also take over your browser home page and direct you somewhere else
every time you open up your browser (e.g. a porn page)

Click fraud
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Click fraud malware aims to use your computer resources to open certain web sites
and send a mouse click to the adverts. Every click makes them money. You are not
aware of this of course, as the activity is hidden in the background.

Pharming

When you want to visit a website, you type a web address into your browser.
Pharming malware will infect your browser, redirecting you to an identical looking,
but fake website. It does this by telling your browser to look for a different IP address
to the genuine site to that of the fake website thus redirecting you to the phoney
site.

To all intents and purposes the site looks exactly the same to you. The only
difference that you might notice is that the URL will be different from the genuine
shop's address.

When you enter details such as your user name and password or credit card number
the fake website will be recording the information.

Worms

These are a bit like a computer virus but they spread on their own through computer
networks. Their biggest problem is the sheer amount of computer time and
bandwidth they soak up, so making the network slow to a crawl.

Adware / Spyware

These are programs designed to keep track of which adverts you click on and then
they send specific adverts to your browser. Fairly harmless but annoying and hard to
get rid of.

Phishing
One type of social attack important enough to be given its own name is "phishing".
Phishing involves sending out e-mails, instant messages, or even phone calls

pretending to be someone in authority, like a bank officer or a fake computer
technician phone call, "Sir, we have noticed unusual online activity from your

computer, can you .... etc".
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The attacker uses their apparent authority to convince users to voluntarily give up
sensitive information such as identity information, bank account details, etc., or to
download harmful software by visiting a site they have asked you to go to "To fix the
problem"”.

Phishing emails can be very convincing. They copy the look and branding of the
original website to make them appear genuine.

Below is a real example of a phishing email received here in the Teach-ICT office:

HSBC <»

Dear client!

Let us inform you that you have a debt
You can check an invoice from our website by clicking the LINK.

For further questions you can call the phone numbers indicated on our website

Best regards
Director

HSBC Bank plc
Cody L. Adrian

Hongkong and Shanghai Banking Corporation
8 Canada Square

London E14 5HQ

Tel: +44(0) 20 7991 8888

www.hsbc.co.uk
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Flowcharts

A flowchart is a diagram that represents a set of instructions. Flowcharts normally use
standard symbols to represent the different instructions. There are few real rules
about the level of detail needed in a flowchart. Sometimes flowcharts are broken
down into many steps to provide a lot of detail about exactly what is happening.
Sometimes they are simplified so that a number of steps occur in just one step.

Flowchart symbols

A simple program could be created to ask someone their name and age, and to
make a comment based on these. This program represented as a flowchart would

look like this:

Flowchart symbols

Start or Stop

Process

Decision

Input or Qutput

Connector

Direction of flow
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Decision

InputiOutput

The beginning and end peints in the sequence.

An instruction or a command.

A decision, either yes or no.

An input is data received by a computer. An
output is a signal or data sent from a computer.

A jump from one point in the sequence to
another.

Connects the symbols. The arrow shows the
direction of flow of instructions.
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Output
“‘What is your name?’

Input
User inputs their name

Store user’s input in name variable

Qutput
‘Hello® + name

Qutput
‘How old are you?’

Input
User inputs their age

Store user's age in age variable

Qutput
“You are aged to perfection!’

“You are a spring chicken!’

Is age »>= 707

DFD

What Is a Data Flow Diagram (DFD)?

A data flow diagram (DFD) maps out the overall inputs, processes and outputs of
data in a system.

The flows are usually indicated with lines and arrows, while the different outcomes
tend to appear as shapes like rectangles and ovals. The actual outcomes themselves
are printed along the lines and in the shapes in an effort to keep the data organized
and logical. For example, if path A leads to object B, the result is path C or path D
depending on a number of associated variables.
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While this may seem confusing to read out loud, the diagram looks very logical when
it's drawn out like so:

Database

[nput Cutput——w  Customer

Source: Wikipedia

DFDs can be hand-drawn or, if things get complicated, they can be designed using
sophisticated software. In many cases, DFDs are used to create new systems, or
evaluate existing ones. The simplicity of DFD allows for easier communication of
complicated processes which normally would be too difficult to explain with words.

What is a Context Diagram?

When there is a need to dive deeper into one specific process, a Context Diagram is
used. Context Diagrams, also known as Context-level DFD shows greater detail into a
single process and how that one process links to entities: external dates stores,
organizations, etc. This is compared to a Data Flow Diagram which connects data
flowing between multiple processes and provides more than a high-level look at one
process.

Components of a Data Flow Diagram

e Yourdon and Coad
e Gane and Sarson

Both Yourdon-Coad and Gane-Sarson uses squares to represent external entities,
arrows to represent data flow and rectangles to represent data stores. The main
difference between two notation is that Yourdon-Coad uses circles to represent
processes whilst Gane-Sarson utilizes rectangles with rounded corners, better known
as lozenges.

Now that you know what the difference is between the two DFD notations, let’s dive
deeper into the various components that make up a typical data flow diagram.

o External entities are exterior systems that directly communicate with the system
in question. They send and receive data and are the main source of information
coming to and from the system. They are typically the main forces driving the
flow of data. In most data flow diagrams, external entities are drawn on the
outer edges of the diagram.

e Processes are the actions which directly change the data. Whenever an action
takes place, a new output is formed based on that action. Typical processes
include calculations, data sorting or set of specific rules that a business may
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follow. Labels are usually attached to each process to describe what action is
taking place.

« Data stores are files or storage areas that contain information that can be called
on at a later date. They typically appear as database tables or spreadsheets. Like
processes, data stores receive simple labels explaining their purpose or order.

o Data flow are the lines with arrows that are used to mark where the data flows.
As external entities create processes and interact with data stores, data flow lines
map out these inputs and outputs. Data flow lines are an essential aspect of a
data flow diagram as they tie all of the information together. They are also
marked with labels that briefly define what each data flow is accomplishing.

Levels in Data Flow Diagrams (DFD)

In Software engineering DFD(data flow diagram) can be drawn to represent the
system of different levels of abstraction. Higher level DFDs are partitioned into low
levels-hacking more information and functional elements. Levels in DFD are
numbered O, 1, 2 or beyond. Here, we will see mainly 3 levels in data flow diagram,
which are: 0-level DFD, 1-level DFD, and 2-level DFD.

0-level DFD:

It is also known as context diagram.It's designed to be an abstraction view, showing
the system as a single process with its relationship to external entities. It represent
the entire system as single bubble with input and output data indicated by
incoming/outgoing arrows.

Up/down Train info

eserve/cancel inf m

Passenger info

Cancellation

Reservation

Ticket info

O-LEVEL DFD

1-level DFD:

In 1-level DFD, context diagram is decomposed into multiple bubbles/processes.in
this level we highlight the main functions of the system and breakdown the high
level process of 0-level DFD into subprocesses.
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Reservation
storage

Ticket
Generation
Process

Passenger Reservation

Process

Report to
Admin

;

Down Storage UP Storage

1-LEVEL DFD
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Hacking

Computer Misuse Act 1990

Data stored electronically is easier to misuse and this can have an impact on data
becoming corrupted, either accidentally or deliberately.

Types of computer misuse
Misuse of computers and communications systems comes in several forms:

Hacking is where an unauthorised person uses a network, internet

or modem connection to gain access past security passwords or other security to see
data stored on another computer. Hackers sometimes use software hacking tools
and often target, for example, particular sites on the internet.
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Data misuse and unauthorised transfer or copying
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Copying and illegal transfer of data is very quick and easy using online computers
and large storage devices such as hard disks, memory sticks and DVDs. Personal
data, company research and written work, such as novels and textbooks, cannot be
copied without the copyright holder's permission.

Copying and distributing copyrighted software, music and film

This includes copying music and movies with computer equipment and distributing it
on the internet without the copyright holder's permission. This is a widespread
misuse of both computers and the internet that breaks copyright regulations.

Email and chat room abuses

Internet services such as chat rooms and email have been the subject of many well-
publicised cases of impersonation and deception where people who are online
pretend to have a different identity. Chat rooms have been used to spread rumours
about well known personalities. A growing area of abuse of the internet is email
spam, where millions of emails are sent to advertise both legal and illegal products
and services.

Pornography

A lot of indecent material and pornography is available through the internet and can
be stored in electronic form. There have been several cases of material, which is
classified as illegal, or which shows illegal acts, being found stored on computers
followed by prosecutions for possession of the material.

Identity and financial abuses

This topic includes misuse of stolen or fictional credit card numbers to obtain goods
or services on the internet, and use of computers in financial frauds. These can range
from complex well thought out deceptions to simple uses such as printing
counterfeit money with colour printers.

Viruses

Viruses are relatively simple programs written by people and designed to cause
nuisance or damage to computers or their files.

Ethical hacking

‘Ethical hacking’ seems like a misnomer. Hacking into somebody’s account or service
doesn’t seem very ethical — but you might be surprised by the good it can do.
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Nowadays, with a bit of know-how and a connection to the internet, anyone can be a
hacker, so here’s the lowdown on doing it ethically.

While most people will only ever deal with something like a password leak, being on
the receiving end of a conventional hack is bad news. Ethical hackers, on the other
hand, help to eliminate threats, as well as improving IT systems’ overall security.

Here's everything you need to know about ethical hacking, why it's becoming more
important in modern life, and how to get started in the business.

What is ‘ethical hacking’?
First off, it's best to forget anything learned about hacking from TV or movies.

Put simply, ethical hacking (or penetration testing) is the process of exploiting an IT
system — with the owner’s permission — to determine any vulnerabilities or
weaknesses. The results are then used to tighten online security for both the end
user and the system owner.

Hackers normally operate within one of three categories which identify their
intentions and methods: white hat, grey hat, or black hat. These terms derive from
American westerns from the 1920s on, where white or black cowboy hats denoted
goodies and baddies respectively. Grey, naturally, is somewhere in between.

1. Black hat hackers tend to be the ones reported on by the mainstream media,
as they seek to steal or modify data for illicit gains. They're usually financially
driven, although their primary motive can also be to cause havoc.

2. White hat hackers are typically of the ethical variety. They look for exploits,
and typically ask for permission before getting to work. If sending
unprompted bug reports, they're unlikely to release or sell the data even
without a reward for their efforts.

3. Lastly, grey hat hackers aren't necessarily malicious, but will want some form
of payment for finding an exploit. They probably won't have permission from
the website owner, but don't really care. Their ambiguous nature means their
behaviour will depend on individuals’ personal ethics.

Examples of ethical hacking

Since ethical hacking is seen as a good news item in the tech sector, you won't have
to look far for inspiring examples:

Lone Ethical Hackers

In 2019, the BBC ran a report about one Mark Litchfield, who has made roughly
$1.5m finding bugs for companies like Yahoo. While the money is clearly alluring,
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most people are in it for the prestige, as well as recognition from other hackers in the
industry.

Litchfield makes a point of noting that he can’t code, but the report did add that "he
turned to bug hunting after years of working in the security industry, where he
became an expert on the protocols that govern how computers swap data.”

In other words, he used his expertise to target a specific niche, and he’'s been reaping
the rewards ever since. Sometimes it's better to not go in blind, and it's hard to be
effective without prior knowledge or willingness to learn.

He also helped to create Cyber Discovery with the UK government: a free,
extracurricular online course “turning teenagers across the country into cyber
security experts.”

Ethical Hacking Groups

There are many ethical hacking groups around the globe, whose members may not
be from the same region. This is the beauty of the internet, and means you should be
able to a group easily if you're determined enough.

A group of ethical hackers from Adelaide recently won the National Missing Persons
Hackathon, providing almost 100 new pieces of information, generating leads for 12
Australian missing-person cold cases.

A little closer to home, in York, November 2018, a hacker from Rapidspike found a
flaw in a council app allowing personal data to be breached. The City of York Council
floundered, contacting North Yorkshire Police and the Information Commissioner’s
Office after the data breach was reported.

They tweeted, "Despite attempts to contact [the hacker], they did not respond and as
a result of what appears to be a deliberate and unauthorised access we informed the
police”.

Rapidspike issued a response defending the developer, as well as white hat hacking:

“It is important to note here that our developer did not do ‘anything to exploit the
vulnerability." He simply browsed to a page within the app, as any user would. We're
releasing this statement in response to the reporting of the data breach and to help
protect and encourage white hat security researchers who perform an absolutely
critical role in the fight against cybercrime.”

The council eventually changed their tune, conceding that:
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“It has become clear that the person who identified the issue with the app had tried
to contact us but their email had not been received due to security settings. Whilst
we consider we took appropriate measures based upon the facts at the time, we can
now confirm that this was a well-intended action by the individual concerned and we
would like to thank them for raising this matter.”

The point is, hackers don't always receive a hero’s welcome, and it's not unthinkable
to receive a call from the police if there's a failure of communication. Some
organisations don't like flaws being highlighted, and view any hacker as an
aggressor. The council were likely trying to save face, especially as 5,994 accounts
could have potentially been breached. It is something to bear in mind for any would-
be penetration tester.

Examples of Unethical Hacking

Conversely, there are numerous examples of unethical hacking, and everything from
individuals' emails to large companies have been affected in one way or another.
Most fraudsters will use phishing or malware to achieve their goals, but others look
for security flaws to enter computer systems.

Here are a couple of big stories from the past few years involving either grey or black
hat hackers, highlighting the damage they can do if undetected for a significant
period. You'll wonder why York's council were so defensive when they got off lightly
by comparison.

Castle View School 58



Cybercrime

Cybercrime can be defined as criminal activity carried out using computers or
computer networks (including the internet).

Examples of cybercrime:

Cybercrime

Hacking

Pornography

Cyberstalking

Data theft

Denial of service

Digital forgery

Cyberdefamation

Spamming

Phishing
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Definition
Unauthorised access to a computer or data held in a computer system.

Using digital technologies to create, distribute or modify illegal
pornography.

The repeated use of computer systems to harass or frighten someone,
for example by posting threatening tweets.

The illegal copying or taking of information from an individual or
organisation. For example, an employee taking a copy of a contact list
on memory stick when they leave an organisation.

An attack on a network designed to prevent the network from
functioning. The attack involves flooding the network with useless
traffic.

Using digital technologies to forge, edit or copy existing files or
documents. Examples include photographic identification,
qualifications or computer software.

Damaging the reputation of someone via digital media, usually
through the internet.

Sending the same electronic message indiscriminately to a large
number of internet users.

The illegal practise of sending emails pretending to be from reputable
companies to gain personal information, for example passwords or
bank details.
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